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SOC Analyst (m/f/d) Employment Type

Full-time
Who are we?

Industry

¢ We are an international, fast growing and innovative tech company in the Cybersecurity / IT-Security

field of cybersecurity

¢ Our service offering includes a self-developed vulnerability scanner as well
as pentesting, a cyber defense operations center, security awareness
trainings and expertise in blockchain technologies

¢ We create awareness for cybersecurity in the digitalization process

¢ Cybersecurity knows no borders: our locations are now in Cairo, Zurich,
Berlin, Cologne, Abu Dhabi and Flensburg

Job Location
Flensburg, Home Office
Remote work from: Germany

Your tasks with us:

e Support and participate in the establishment and further development of a
Security Operations Center (SOC).

¢ Investigate security-related incidents and take appropriate countermeasures

¢ Use the tools of the Security Operations Center (SIEM, vulnerability
scanner, IR, ...)

¢ Analyze and assess security incidents in our central security platforms
(Threat Hunting)

¢ Implementation and optimization of playbooks

¢ Detailed documentation of incidents in a ticket system / SIEM system and
preparation of corresponding reports

* Monitoring and detection of attacks and deviations from normal system
behavior and initiation of appropriate countermeasures

» Development of concepts for the containment and prevention of attacks

¢ Reputation analysis of Indicators of Compromise (IOCs)

e Execution and evaluation of automated vulnerability scans and
communication of the results to the customer

Your profile:

¢ Atleast 1 years of professional experience in IT security or 1 year as an
analyst

e Strong interest in IT security topics

¢ Experience in blue-teaming (e.g. SOC, incident response) is an advantage

* Relevant certifications in the field (CEH, Securtiy+, CySA+, ...).

* |deally knowledge in several of the areas listed below: IT security, security
products, incident response, Windows, Linux, networking, active directory,
internet technologies.

¢ Very good communication skills

» Conceptual skills as well as an analytical, solution-oriented way of working

* Very good English skills, both written and spoken

What do we offer you?

¢ Health insurance
¢ Transportation depending on position and rank
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Contacts:
You feel addressed and would like to complement our team with your strengths?
Then we look forward to receiving your application!

If you have any questions, please feel free to write us at jobs@dgc.org
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